Student Acceptable Use of Technology Policy 363.2

The Director of Technology shall be responsible for the maintenance and enforcement of
rules and procedures concerning the acceptable, safe, and responsible use of the District’s
Internet access infrastructure and other technology-related District resources by any person
who is authorized to use the District’s systems and equipment, including any student, District
employee, District official, or other authorized user. To the extent appropriate to various
groups of users, and with such additions as the administration deems necessary or
appropriate, those rules and procedures shall:

1. Provide notice regarding the District’s retention of ownership, control, and oversight of the
District’s technology and network equipment and resources. Specifically, to the extent not
prohibited by law, and at all times and without further notice:

a. Individual users are subject to direct and regular District oversight of, and District
access to, any and all data, files, communications, or other material that they create,
store, send, delete, receive or display on or over the District’s Internet connection,
network resources, file servers, computers or other equipment.

b. All aspects of any individual’s use of the District’s technology-related equipment and
resources, including any online activities that make use of District-provided Internet
access, are subject to monitoring and tracking by District officials.

c. Except as to any privacy rights that independently exist under state or federal law, no
person who accesses and uses the District’s electronic networks and other
technology-related equipment and resources does so with an expectation that any
privacy right exists that would prevent District officials from (1) monitoring the
person’s activities; or (2) accessing equipment, data, communications, and other
materials as described above.

2. Provide notice to users that their use of District technology resources is solely at their
own risk regarding possible damage to, or any other potential loss of, data, content,
software, or equipment. The District makes no promises or warranties to users regarding
potential damage or other loss.

3. Prohibit the use of the District’'s technology-related resources by any person who has not
been authorized as a user by school officials.

4. Establish rules and expectations related to maintaining a safe, appropriate and effective
learning environment.

5. Confirm that all District policies prohibiting bullying, harassment, and discrimination
apply with full force to an individual’s online and other technology-based activities
and communications.

6. Address and prohibit the unauthorized collection, disclosure, use and dissemination

of personal and personally-identifiable information regarding students and minors, as
applicable to technology-based resources.
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7. Establish rules and expectations related to accessing and using systems, networks,
and data appropriately, including rules (a) prohibiting the use of District resources to
access and/or transmit inappropriate material via the Internet, electronic mail, or
other forms of electronic communications; and (b) prohibiting unauthorized access to
systems, networks, and data.

8. Establish rules and procedures related to requests to temporarily adjust levels of
Internet filtering/blocking where there is a demonstrated educational purpose and the
request is otherwise consistent with District policies and applicable law.

9. Provide notice to users regarding possible consequences for violations of the
policies, rules and procedures that govern the acceptable, safe, and responsible use
of the District’s technology-related resource. Consequences may include the
suspension, restriction or revocation of the privilege of use or access, the imposition
of other disciplinary action by the District, and/or referral to law enforcement.

10. Provide a means for documenting each user’s receipt and acceptance of the terms
and conditions under which they may be authorized to use the District’s technology-
related resources.

The administration shall take steps to ensure that instruction or training activities and
reasonable structural and systemic supports are in place to facilitate and enforce individual
users’ compliance with the District’s policies, rules, and procedures that govern the
acceptable, safe, and responsible use of the District’s technology-related resources.
Appropriately limiting a user’s access rights to be consistent with the individual’s role and
authority of District technology resources is a privilege that requires each user to take an
appropriate degree of personal responsibility for following District rules and procedures and
for using sound judgment in his/her communications and other technology-related personal
conduct and activities.

Additional Provisions Regarding Internet Safety

Consistent with applicable federal laws, including the Children’s Internet Protection Act
(CIPA), student Internet safety involves a combination of technology protection measures,
monitoring, and instruction. [Pub L. No. 106-554 and 47 USC 254(h)]

It shall be the responsibility of the Director of Technology, in consultation with such
designees as they deem appropriate, to:

1. Ensure that the District’s systems and equipment that provide access to the Internet
make active use of technology protection measures designed to block or filter Internet
access to visual depictions that are: (a) obscene; (b) pornographic; or (c) as to computers
and other devices that may be accessed by students or other minors, otherwise harmful
to minors. Filtering, blocking or other protective technologies will also be used to
decrease the likelihood that student users of the District systems and equipment might
access materials or communications, other than visual depictions, that are inappropriate
for students.
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2. Develop and implement an instructional program that is designed to educate students
about acceptable and responsible use of technology and safe and appropriate online
behavior, including (a) safety and security issues that arise in connection with various
forms of electronic communication; (b) information about interacting with other
individuals; (c) cyberbullying awareness and response. Such educational activities shall
vary by the instructional level of the students and shall include (but shall not consist
exclusively of) reinforcement of the provisions of the District’s specific rules regarding
student’s acceptable and responsible use of technology while at school.

It shall be the responsibility of all members of the Eau Claire Area Schools’ staff to supervise
and monitor usage of the online computer network and access to the Internet in accordance
with this policy and the Children’s Internet Protection Act. here. Building principals and their
designees shall have responsibility, within their respective schools, for overseeing the day-to-
day implementation of the District’s policies, rules and guidelines regarding the acceptable,
safe, and responsible use of technology resources.

Legal References:

Wisconsin Statutes

Section 120.12(1) [school board duty; care, control and management of school property
and affairs of district]

Section 120.13(1) [school board power to adopt conduct rules and discipline students]

Section 120.18(1)(i)[report on technology used in the District]

Section 943.70 [computer crimes]

Section 947.0125 [unlawful use of computerized communication systems]

Section 995.55 [access to personal Internet accounts]

Wisconsin Administrative Code
Section PI 8.01(2)(k) [intfegration of technology literacy and skills in curriculum]

Federal Laws and Regulations

Children'’s Internet Protection Act (CIPA) and Neighborhood Children’s Internet Protection

Act
(NCIPA) [policy and other requirements related to Internet safety]

Protecting Children in the 21st Century Act [Internet safety policy requirement; education of
students regarding appropriate online behavior]

Children's Online Privacy Protection Act (COPPA) [parent control over personal information
collected by websites from their children]

E-rate funding requirements [technology plan and other requirements]

Cross References:
[Insert appropriate cross references to the policy as applicable to your district.]
Adoption Date:

Related Resources:
ECASD Mobile Device Student Agreement (hyperlink to document in SharePoint)


https://docs.legis.wisconsin.gov/document/statutes/120.12(1)
https://docs.legis.wisconsin.gov/document/statutes/120.13(1)
http://docs.legis.wi.gov/document/statutes/120.18(1)(i)
https://docs.legis.wisconsin.gov/document/statutes/943.70
https://docs.legis.wisconsin.gov/document/statutes/947.0125
https://docs.legis.wisconsin.gov/document/statutes/995.55
https://docs.legis.wisconsin.gov/document/administrativecode/PI%208.01(2)(k)
http://www.fcc.gov/guides/childrens-internet-protection-act
http://www.fcc.gov/document/protecting-children-21st-century-act-amendment
http://www.ftc.gov/ogc/coppa1.htm
http://www2.ed.gov/about/offices/list/oii/nonpublic/erate.html
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OVERVIEW OF ACCEPTABLE USE

Students should approach their use of technology resources with the understanding that all
of the school rules and expectations that apply to in-person interactions and to the student’s
general conduct while at school or while under the supervision of a school authority also
apply to their use of District and personal technology, their online conduct, and their
electronic communications. This document and various other District policies, rules and
regulations include additional requirements and expectations that are directly related to the
use of technology resources and electronic devices.

Policies, rules, and regulations cannot directly address every situation that a student may
encounter. Therefore, an additional aspect of “acceptable use” is that the District expects
each student who uses District and personal technology resources to take an appropriate
degree of personal responsibility for exercising sound judgment in his/her use of technology
and in his/her technology-related activities and communications.

The District’s technology resources, including the District’'s technology-related equipment,
software, networks, network account, and Internet access, are open to limited and regulated
use by students as a privilege. Each student who uses the District’s technology resources is
required to follow the District’s established expectations for acceptable use and District core
values.

In general, “acceptable use” means that a student is required to use technology resources in
a manner that:

11. has a legitimate educational or other school-authorized purpose;

12.is legal,

13. is ethical (including, for example, avoiding plagiarism);

14. avoids harm to any person (including, for example, making threats, harassing or
bullying someone, violating someone’s privacy, accessing another person’s accounts,
records or files, etc.);

15. avoids harm to property (including, for example, damaging hardware, software,
equipment, another person’s work or electronic files, etc.);

16. avoids accessing or transmitting harmful or inappropriate material;

17. is respectful of others; and

18. is consistent with all applicable school notices, rules, and regulations, as well as any
additional directives or instruction that may be provided by District staff.

If a student wishes to use technology (including engaging in electronic communications) in a
manner that is secured, private, and not accessible to the District, he/she should not use the
District’s technology resources.

If a student uses District technology resources in a manner that violates the District’s
expectations for acceptable use, or any other established policy, regulation, rule, or directive,
the student is subject to possible discipline. Examples of possible consequences for
improper use of technology include the following:

a. Suspension, restriction, or revocation of the privilege of use of District technology
resources;
b. The imposition of academic consequences for academic-related violations;



c. Suspension and/or expulsion from school; and/or
d. Referral to law enforcement.

If a student has a question concerning any policy, notice, rule, regulation or directive that
relates to technology resources, or if a student encounters a situation in which they are
uncertain about any expectation for acceptable use or about how to proceed, the student
should contact a teacher or an administrator to obtain appropriate guidance.

Referenced Acts, Statutes, Instructions: §120.13(1), 943.70, 947.0125, Wisconsin Statutes
Cross Reference: 527, Staff Acceptable Use of Technology; 364.1-Rule, Internet & Other
Computer Networks Use Guidelines for Students; 364.1-Exhibit, Internet Use Agreement
Adopted: June 1996

Revised: June 2002, September 2010



